POPITOOLS
PAY FOR ANSWERS, NOT HOURS

“Based on our experience with another POPI product,

which we found extremely long winded and cumbersome, by
contrast, we have found your product to be concise, efficient
and easy to understand whist still delivering the necessary
compliance required in terms of POPIA. Congratulations on
an excellent product and thank you so much. It is sincerely
appreciated.
Gregg Mc Alpine, Director, Alpine Property

“Bravecraft selected POPITools to help assess customer
environments for compliance with Data Privacy Legislation,
Regulatory Standards, Enterprise Policies and Best Practice
norms for our entire customer portfolio. It works and
produces actionable results.”
- Pieter van Niekerk, CEO, BraveCraft (PTY) Ltd.

“On behalf of iOCO Advisory / EOH Consulting I would like

to thank you all your support on our POPIA and GDPR
projects. POPITools has been a central component of our goto-market approach and numerous clients have benefitted
from the use of the tool. Key to the success of POPITools
has been its stability, ease of access, responsiveness, ability
to perform quick updates and scalability.”
- Anthony Smith, Principal Consultant, iOCO

INTRODUCTION
•

Genlib has partnered with POPITOOLS to provide a solution to Brokers/FSPs to assist in their
compliance with the PoPI Act.

•

Brokers with an active Genlib agency are also able to offer the toolkit to their clients (if you’re not
yet active, apply for an agency).

•

Any organisation that collects, processes or stores personal information is required to be PoPI
Compliant.

WHAT CONSTITUTES PERSONAL INFORMATION?
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WHERE MIGHT I COLLECT THIS INFORMATION?
Most companies utilise more than one system to run their organisation.
Examples of where an organisation might collect personal information include (but is not limited to):
Microsoft 365, G-Suite, E-Mail, Accounting Systems, Insurance Management Systems, CRM
Systems, Business Intelligence Systems, Supplier Management Systems, Costing Systems,
Procurement Systems, Internal Applications, Access Control / Biometrics, Sign-In Registers,
Websites.

WHAT IS POPITOOLS?
Most external consulting firms maximise consulting hours in customer engagements.
POPITOOLS enables organisations to conduct their own rapid self-assessment.
The reporting platform is designed to provide a detailed gap analysis with recommendations for your
entire business to help you determine your current level of compliance with the PoPI Act. The wizardbased tool allows anyone to participate in the assessment in the shortest amount of time.
•

An online browser-based tool with a user-friendly interpretation of the Act

•

Generates a customised PoPI Assessment (through the guided POPI Journey ©)

•

Generates a customised Data Privacy Standard

•

Generates a customised Privacy Policy

•

Generates a customised PAIA Manual

•

Generates an Attestation of Compliance

POPITOOLS MICRO
POPITOOLS Micro is designed for organisations who:
 Know which systems they use to collect personal information
 Use seven or less systems to collect this information
 Do not have comprehensive compliance and governance procedures in place, OR
 Do have comprehensive compliance and governance procedures in place, but don’t have this
collated into a summary of their PoPI requirements
 If

you

are

a

larger

organisation

and

require

a

more

robust

system,

contact

popitools@genlib.co.za to discuss POPITOOLS Enterprise.
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ADAPTABLE TO CHANGE
The PoPI Act creates new areas of focus for compliance and management, covering a wide range
of privacy and data protection topics, but is still in its infancy. This means that working towards
compliance is not only challenging but needs to be adaptable to change. As more interpretations are
forthcoming, and as one’s own business model changes over time, POPITOOLS enables an
organisation to update their standards and generate new assessments and related documents.

What is covered in POPITOOLS?
POPITOOLs covers the 8 Conditions for processing according to the PoPI Act.
Accountability

Processing Limitation
•
•
•

Lawful Processing
Minimality
Consent

•

Consent Withdrawal

Further Processing
Limitation

Purpose Specification
•
•
•
•
•
•
•

Provision of Information
Processing Limitation
Information Processed
Data subjects aware of purpose of processing
Data Retention Periods
Data retention requirements
Data subject request for destruction of personal information

•

Notification of destruction of data to third parties

•
•

Information Quality
•

Information Quality

•

Request for Correction

Openness
•
•

•

Security Safeguards
•
•
•
•
•
•

Security measures on integrity and confidentiality of information
Security and Policy Breaches
Security measures
Breach Response
When do individuals need to be told about a data breach?
What information must be provided to individuals when telling
them about a breach?

Objection to processing
Notification of destruction of data to third
parties

Notification to data subject when collecting
personal information
Information processed by operators or third
parties
Security measures for operators and third
parties

Data Subject Rights
•
•
•
•
•
•
•

Specified Data Subject Rights
Special Personal Information
Information on Minors
Direct Marketing Consent
Automated Processing
Cross Border transfer of information
Data Subject Request Template
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Detailed Reporting
The POPITOOLS assessment results are scored on a scale of 0 to 3. A value of 0 indicates that you
have marked a response as “not applicable” to your business. Values of 1 to 3 indicate the level of
measures, controls, documents, processes, or actions that have been taken.

Your POPITOOLS assessment result will indicate areas in the PoPI Act where you need to focus.
The results provide a guide to actions you need to take in order to improve your score.
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Attestation of Compliance
Your final report will include an Attestation of Compliance. You can send this to third parties who are
doing their due diligence and who request confirmation that you have taken appropriate steps to
PoPI compliance.
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How do I get started?
1. Complete a Debit Order Mandate
•

Send your completed Debit Order Mandate to popitools@genlib.co.za

•

You’ll receive an e-mail with your Login Password and a link to the assessment site

2. Complete your assessment
•

Follow the wizard to complete your assessment

3. Request and review your report
•

Your customized PoPI gap analysis and privacy impact assessment is emailed to you. This
includes your customized data Privacy Policy and Privacy Notice

4. Implement any required changes in your organisation
•

For individual scores resulting in less than 3, implement the recommended changes in your
organisation and update your POPITOOLS assessment accordingly

•

Request a new report to reflect your increased score

•

Repeat until you achieve your goal or as and when you update details within your
organisation

Pricing
The POPITOOLS Micro license is sold at a cost per assessing user of R3,600 (Incl. VAT) per annum.
This allows organisations unlimited assessment revisions and reports as well as access to any
updates and additional value-added tools added to the platform. As interpretations of the PoPI Act
become clearer for organisations over time, or when organisations go through changes in their own
operations, users will be able to generate their own updates.

Consulting Services / Help with POPITOOLS
POPITOOLS offers consulting services for organisations using their tool.
Contact help@popitools.co.za for more information
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